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[-1-E3:H O ping BREBER TCP$ M

Eflistt 192168166 [

PING 192.168.1.66 (192.168.1.66) 56(84) bytes of data. 64 bytes from 192.168.1.66: icmp_seq=1
ttl=64 time=0.052 ms 64 bytes from 192.168.1.66: icmp_seq=2 ttl=64 time=0.057 ms 64 bytes
from 192.168.1.66: icmp_seq=3 ttl=64 time=0.029 ms 64 bytes from 192.168.1.66: icmp_seq=4
ttl=64 time=0.031 ms —-- 192.168.1.66 ping statistics ——- 4 packets transmitted, 4 received, 0%
packet loss, time 3004ms rtt min/avg/max/mdev = 0.029/0.042/0.057/0.013 ms

12-3-11
12.3.6 ZG52Hh

HNRGRZGYEY ) ZG2WUH, WT PSRBT R G ARAE R, R ZRIE .,
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& Internet Information Services (IS)ETE8S [ ==

® [ & » win-oimee2sQuea »

O NEY BEG

:‘f n €3 WIN-01MEE25QI4A £

@ Eem
4 IN-01MEE25QI4A [WINVO‘IMEEZSQMA1

TS

P
o o=
FIPIP il FTPSSLig FTP Ei‘* FTP ﬁﬁ)\ﬁé FTP Ei“‘ FTP &%iE
FIRR E wIRR &

S an &

L & B = &

FIPEE FIPSHE FPEIM FIPRE FIPAFE
iE ] =

=

& E

HTTP BIRZER MIME 38 r{élﬁu;s

fif5 B SNMP 588

fa] BN 2% 5 FE M (SNMP: Simple Network Management Protocol) & H1 E.J6 o L F4F- 45 2.
C(IETF: Internet Engineering Task Force ) 5& S I —2 W 28 B BRI S0 12 P USCHE T 13 50 o 5% M HRL
W (SGMP: Simple Gateway Monitor Protocol) - F|H SNMP, —/N& T /Euln] DL F2 5 # AT

i L A

SCREX MM 46 s, AR IEALMEOIRTS . BRI R ACE . BRI F B 5%,

B.1 CentOS7 &% SNMP

B.1.1 fRS5=RER

SRS SR EAMEE . WENA . ip o ZCRIRSE B LR HRMEER. W
K B-1 frais

[root@localhost ~]# uname -a
Linux bogon 3.10.0-514.el7.x86_64 #1 SMP Tue Nov 22 16:42:41 UTC 2016 x86_64 x86_64 x86_64 GNU/Linux
[root@localhost ~]# ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN glen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP qlen 1000
link/ether 00:0c:29:19:11:f1 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.222/24 brd 192.168.1.255 scope global ens33
valid_1ft forever preferred_lft forever
inet6 feB0::99c5:9009:aede:bd4f/64 scope link
valid_1ft forever preferred_lft forever
[root@localhost ~]# rpm -qa | grep net-snmp
net-snmp-libs-5.7.2-24.el7_3.2.x86_64
net-snmp-agent-1ibs-5.7.2-24.el7_3.2.x86_64
r mp-devel-5.7.2-24.el7_3.2.x86_64
r snmp-5.7.2-24.el7_3.2.x86_64
I

t-snmp-utils-5.7.2-24.e17_3.2.x86_64
[root@localhost ~1# |}

A B-1

209



JcLoud

UHAS3.0 fig 4

B.1.2 &3 yum JRFH %% SNMP

yum update &&yum install -y net-snmp net-snmp-devel net-snmp-libs net-snmp-utils php-snmp

T yum YR I3 snmp RS, WE B-2 AT

[root@localhost ~]# yum update & yum install -y net-snmp net-snmp-devel net-snmp-libs net-snmp-utils php-snmp
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirrors.163.com
* extras: mirror.bit.edu.cn
* updates: mirrors.163.com
No packages marked for update
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: mirrors.163.com

* extras: mirror.bit.edu.cn

* updates: mirrors.163.com
Resolving Dependencies
--> Running transaction check
---> Package net-snmp.x86_64 1:5.7.2-24.el7_3.2 will be installed
--> Processing Dependency: net-snmp-agent-libs = 1:5.7.2-24.el7_3.2 for package: 1l:net-snmp-5.7.2-24.el7_3.2.x86_64
--> Processing Dependency: perl(Term::ReadLine) for package: 1l:net-snmp-5.7.2-24.el7_3.2.x86_64
Processing Dependency: 0::File) for package: 1:net-snmp-5.7.2-24.el7_3.2.x86_64
y: Std) for package -5.7.2-24.el7_3.2.

B.1.3 Bic& SNMP

B yum ZEEH) snmp BCE SCE N Jetc/snmp/snmpd.conf, BCE snmpd.conf X7 BT

LR LA CBROIARE B &Ltk B o @il B-3 Az, public AEAIHEIAL, eSO A
O E 7R e, LN BNEINAT, systemview BN all, HE JUT LT 4.

[root@localhost ~]# grep '~[a-Z]' /etc/snmp/snmpd.conf
com2sec notConfigUser default public

group  notConfigGroup v1 “notConfigUser
group notConfigGroup v2c notConfigUser
view all included
view systemview included .1.3.6.1.2.1.1

view systemview included .1.3.6.1.2.1.25.1.1 .
access notConfigGroup "* LY noauth exact |alljnone none
view all included .1 80

view mib2  included .iso.org.dod.internet.mgmt.mib-2 fc

access MyROGroup "*" EL noauth 0 all none none
access MyRWwGroup "" any noauth 0 all all all
syslocation Unknown (edit /etc/snmp/snmpd.conf)

syscontact Root <root@localhost> (configure /etc/snmp/snmp.local.conf)
dontLogTCPWrappersConnects yes

disk / 10000

load [1MAX=12.0] [SMAX=12.0] [15MAX=12.0]

[root@localhost ~]# JJ

A B-3
B.1.4 {22BaXKiE

iptables -1 INPUT -p udp --dport 161 -j ACCEPT  #X} 4N JF /5 udp Ff) 161 ¥ 11
echo "iptables -1 INPUT -p udp --dport 161 -j ACCEPT">> /etc/rc.d/rc.local  #¥5[jj K BE LN ‘5 N\
TEHLSCAE, TEHLE BN K EBe &, a1 B-4 fiow.
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[root@localhost ~]# iptables -I INPUT -p udp --dport 161 -j ACCEPT

[root@localhost ~]# echo "iptables -I INPUT -p udp --dport 161 -j ACCEPT" >> /etc/rc.d/rc.local
[root@localhost ~]# chmod +x /etc/rc.d/rc.local

[root@localhost ~]# cat /etc/rc.d/rc.local

#!/bin/bash

THIS FILE IS ADDED FOR COMPATIBILITY PURPOSES

It is highly advisable to create own systemd services or udev rules
to run scripts during boot instead of using this file.

In contrast to previous versions due to parallel execution during boot
this script will NOT be run after all other services.

Please note that you must run ‘chmod +x /etc/rc.d/rc.local’ to ensure
that this script will be executed during boot.

R EEEEE R

touch /var/lock/subsys/local
iptables -I INPUT -p udp --dport 161 -j ACCEPT

K B-4

B.1.5 3z snmp RS

i B-5 oK.

systemctl start snmpd  #J5 3 snmp %%

systemctl enable snmpd  #¥ B snmp k55 HL)E 5
systemctl status snmpd #& & snmp IRSIRAS

[root@localhost ~]# systemctl start snmpd
[root@localhost ~]# systemctl enable snmpd
[root@localhost ~]# systemctl status snmpd
e snmpd.service - Simple Network Management Protocol (SNMP) Daemon.
Loaded: loaded (/usr/lib/systemd/system/snmpd.service; enabled; vendor preset: disabled)
Active: active (running) since Fri 2017-08-25 02:55:21 EDT; 27s ago
Main PID: 31489 (snmpd)
CGroup: /system.slice/snmpd.service
L-31489 /usr/sbin/snmpd -LSO-6d -f

25 02:55:20 bogon systemd[1]: Starting Slmple Network Management Protocol (SNMP) Daemon....
25 02:55:21 bogon snmpd[31489]: /et imp/Snmp f: line 94: Error: yrefix match parame
25 02:55:21 bogon snmpd[31489]: /et wmp/snmpd.conf: line Error: I match parame
25 02:55:21 bogon snmpd[31489]: y in ¢ g fi
25 02:55:21 bogon snmpd[31489]: NET-SNMP version 5.7.2
25 02:55:21 bogon systemd[1]: Started Simple Network Management Protocol (SNMP) Daemon..
Hint: Some lines were ellipsized, use -1 to show in full.
[root@localhost ~1# i

K B-5

B.2 Ubuntu %% SNMP

B.2.1 fRS5=RER

SRS A RS B . IENLA . 1P 5. % RIS B s B U R ais 8. W
K B-6 T/~ o
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root@ls-virtual-machine:/home/1s# uname -a
Linux ls-virtual-machine 4.8.0-36-generic #36~16.04.1-Ubuntu SMP Sun Feb 5 ©9:39:57 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux
root@ls-virtual-machine:/home/1s# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_lft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
link/ether ©0:0c:29:ff:6e:b5 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.201/24 brd 192.168.1.255 scope global dynamic ens33
valid_lft 85682sec preferred_lft 85682sec
inet6 fe80::85ed:e723:b8b4:a6f9/64 scope link
valid_lft forever preferred_1ft forever
root@ls-virtual-machine:/home/1s# dpkg --get-selections | grep snmp
install
install
install
install
install

K B-6
B.2.2 & SNMP

apt-get -y install snmpd snmp snmp-mibs-downloader %% SNMP R4, K B-7 fizn.

root@ls-virtual-machine:/home/1s# apt-get -y install snmpd snmp snmp-mibs-downloader
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
smistrip
Suggested packages:
snmptrapd
The following NEW packages will be installed:
smistrip snmp snmp-mibs-downloader snmpd
© upgraded, 4 newly installed, © to remove and 345 not upgraded.
Need to get 5,337 kB of archives.
After this operation, 6,603 kB of additional disk space will be used.
Get:1 http://cn.archive.ubuntu.com/ubuntu xenial/universe amd64 smistrip all 0.4.8+dfsg2-11 [7,850 BI]
Get:2 http://cn.archive.ubuntu.com/ubuntu xenial/main amd64 snmp amd64 5.7.3+dfsg-lubuntud4 [154 kB]
://cn.archive.ubuntu.com/ubuntu xenial/multiverse amd64 snmp-mibs-downloader all 1.1 [5,118 kB]
://cn.archive.ubuntu.com/ubuntu xenial/main amd64 snmpd amd64 5.7.3+dfsg-lubuntu4 [S7.1 kB]

B B-7

B.2.3 Bit&& SNMP

B yum ZEER) snmp BCE SCE N Jetc/snmp/snmpd.conf, Bt & snmpd.conf X7 BT

SCCA R LA CBRINBC B Rl 1) o Wi B-8 Fiun. public NERIAIEIR A, KEEdchA
CHAE 7 R i
root@ls-virtual-machine:/home/1s# grep ‘~[a-Z]' /etc/snmp/snmpd.conf
agentAddress udp:127.0.0.1:161

agentAddress udp:161,udp6:[::1]:161
vier systemonly 1included

view systemonly 1included .3.6.1.2.1.1
.3.6.1.2.

view systemonly included . 1.25.1
rocommunity public default -V systemonly

rocommunity6 public default -V systemonly

K B-8
B.2.4 {&FH X IE

iptables -1 INPUT -p udp --dport 161 -j ACCEPT  #X} 4N JF /5 udp Ff) 161 ¥ 11
1E Jetc/rc.local FHHEII—47: iptables -1 INPUT -p udp --dport 161 -j ACCEPT  #1/%] B-9 filf /1.
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iptables INPUT ACCEPT

B B-9
B.2.5 25 SNMP fR&%

systemctl start snmpd  #)5 5} snmp A%
systemctl enable snmpd  #¥ & snmp kSIS 3
systemctl status snmpd #& & snmp fR5IRE

U B-10 fin .

root@ls-virtual-machine:~# systemctl start snmpd
root@ls-virtual-machine:~# systemctl enable snmpd
snmpd.service is not a native vice, redirecting to systemd-sysv-install
Executing /lib/systemd/systemd-sysv-install enable snmpd
root@ls-virtual-machine:~# systemctl status snmpd
e snmpd.service - LSB: SNMP agents

Loaded: loaded (/etc/init.d/snmpd; bad; vendor preset: enabled)

Actl active (running) since F 2017-08-25 15:41:42 CST; 14min ago

Docs: man:systemd-sysv-generator(8)
CGroup: /system.slice/snmpd.service
L8741 /usr/sbin/snmpd -Lsd -Lf /dev/null -u snmp -g snmp -I -smux mteTrigger mteTriggerConf -p /run/snmpd.pid

25 15:41:42 1s-virtual-machine systemd[1]: Starting LSB: SNMP agents
25 15:41:42 1s-virtual-machine snmpd[8731]: * Starting SNMP service:
A 25 15:41:42 1s-virtual-machine snmpd[8736]: Created directory: /var/lib/snmp/mib_indexes
A 25 15:41:42 1s-virtual-machine snmpd[8736]: /etc/snmp/snmpd.conf: line 145: Warning: Unknown token: defaultMonitor:
g 25 15:41: -machine snmpd[8736]: /etc/snmp/snmpd.conf: line 147: Warning: Unknown token: linkUpDownNotifications.
3 25 15:41:4 machine snmpd[8736]: Turning on AgentX master suppor
25 15:41:42 1s-v -machine snmpd[8736]: Created directory: /var/agentx
3 25 15:41:42 1s-virtual-machine systemd[1]: Started LSB: SNMP agents.
5 25 15:41:42 1s-virtual-machine snmpd[8741]: NET-SNMP version 5.7.3
8AF 25 15:55:47 1s-virtual-machine systemd[1]: Started LSB: SNMP agents.
root@ls-virtual-machine:~# [

B B-10

B.3 Windows server 2008 &3& SNMP

B.3.1 {TFFiRSSRE E RS
STFFIFMASE, Aah<E BT R>, fidi<ios 88 M. A B-11 fiR.

213



UCcLouD

UHAS3.0 iz 4

SRIRARS
& iSCST RASAERE
& Windows Server Backup
& ZREEES

- ™ 5 AR HE
Y (0 | mewms
o RERS R R
1) indows Update Miniztrator e ,.. AT ik
o . G HEAHEEE (S SR e AR
@t 1 S A HENEE
&g Trtermet Baterer AL @ EIRRAREINE
) = £ GRS
i () {EEHRHEE
S T
‘7 1EHIER = #uEE ©DEC)
(@ s e

- BIERRSS
Feahinsedy

Windows L
e o | a
[
 B-11

B.3.2 i INThEE

TR SSa BB A, RFEThRE, smh<dinzhae>. k&l B-12 .

E. B5EE=ES

=@ #BEM ETE®  FEEHE

o= 2= H

o ARSSTEIEE  (WIN-8A31GTOAST
= 5 RS
ol
= ER — EEFRILILARS B ETHRAVATS , LUSSThNsiIERThAES -
= 5 mE
= &3 TFiE
~ R ThAGHEEASRN
2 ThiEE: B3I 0 Gt 30 & FEhnThag
& HFRThAE

B.3.3 IEEEIIEE

HENISINTHRE T, £ SNMP ARSS, Adi< F—3F>. K B-13 .

214




UCcLouD

UHAS3.0 Jii A

ENN RS =1

T Y EIFEThEE

e
BRETEIL RS 2 L B3 e

A i ®: —

HEE & [ .NET Framework 3.0 INEg = BLE8 PR BRI (SHMP) BRSE E1iR

SR £ BitLocker SEENZINE SHWE ARESAN SNME WNMI 12{EFEo

[ 5175 BRSEB4TR
[ urre {32EAY REC
[ Internet TFifam2ARSEE
[] Internet }TENZ s
[ LPr 3wOdsNEE
[ san 1rigEiBEs
] smre Rt
= V] SRS
[ ] Telnet R
[] Telnet T iR
] TFTP F
[] Windows PowerShell
[] Windows Server Backup INEE
[ Windows HHEESEARS
[] #indows PISBEMIEEE
[] #indows RERESIRR
] wins pRssse
[ rd%eE¥rmirthi
[ #ei 1/0 ~ -
1 =T iy GhrsRISFZ s J ‘%\‘ @l 2]]

TR e

e}

el i BLH

B B-13
B.3.4 %% SNMP fR5%
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WHZREA : 3.10.0-514.el7.x86_64
IP: 192.168.1.223/24

%: 192.168.1.1

LR A
freeradius-utils-3.0.4-8.el7_3.x86_64
freeradius-3.0.4-8.el7_3.x86_64

freeradius-mysql-3.0.4-8.el7_3.x86_64

C.1 Radius &3&

SeAE UIR S5 AR I EE RS S . BRI

C.L1{EMRSRIER

[root@bogon ~]# uname -a

P& ZOCHIAR ST AR5 Bl C-1 o

Linux bogon |3.10.0-514.e17.x86_64 #1 SMP Tue Nov 22 16:42:41 UTC 2016 x86_64 x86_64 x86_64 GNU/Linux

[root@bogon ~T# 1p addr
1: lo:

<LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN gqlen 1

link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid_1ft forever preferred_1ft forever
ineté :

:1/128 scope host
valid_1ft forever preferred_1ft forever
2: ens33:
link/ether 00 9:19:11:f1 brd ff:
inet|192.168.1.222/24 |brd 192.168.1.
val1d_(ft forever preferred_1ft forever

<BROADCAST, MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP qlen 1000
foff:ff:ff:ff
55 scope global ens33

inet6 feBO::99c 9:aede:bd4f/64 scope link

valid_1ft forever preferred_lft forever
[rootebogon ~1# i

C.1.2 &5 yum &

Yumupdate 5 H1 yum &, @1 C-2 Fiow.

[root@bogon ~1# yum update
Loaded plugins: fastestmirror

B c-1

Loading mirror speeds from cached hostfile

* base: mirrors.aliyun.com
* extras: mirrors.aliyun.com
* updates: mirrors.aliyun.com
Resolving Dependencies
--> Running transaction check
Package NetworkManager.x86_64 1:1.
Package NetworkManager.x86_64 1:1.
Package NetworkManager-1libnm.x86_|

Package NetworkManager-team.x86_6
Package NetworkManager-team.x86_6

6
Package NetworkManager-1libnm.x86_6
4
4

Package NetworkManager-tui.x86_64 1:
Package NetworkManager-tul.x86_64 1:

4.0-12
4.0-20
4 1:1.4
4 1:1.4

2.el7 will be updated

el7 3 will be an update
0-12.e17 will be updated
0-20.el7_3 will be an update

1:1.4 0 12.el7 will be updated
1:1.4.0-20.el7_3 will be an update

1.4.0-12.el7 will be updated
1.4.0-20.el7_3 will be an update

---> Package NetworkManager-wifi.x86_64 1:1.4.0-12.e17 will be updated
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C.13 EBEEHHLRES

BEREGHFEZENTE, WREA, $ N epel i, sRF B N e R,
WK c-3 s,

[root@bogon ~J# yum list | grep freeradius

@updates
@updates
@updates
updates
updates
updates
updates
updates
updates
updates
updates
updates
updates

devel.x86_64
doc.x86_64
krb5.x86_64
adius-ldap.x86_64
lius-perl.x86_64
postgresql.x86_64
python.x86_64
sqlite.x86_64
I ius-unixODBC. x86_64
[root@bogon ~]# i

WWWWwwWwwwwwwwww
[cNoNoNoNoNoNoNoNoNoNoNoNol

C.l4 ZERHE
B yum 223 freeradius, freeradius-utils. 1B C-4 AT

Loaded plugins: fastestmlrror
Loading mirror speeds from cached hostfile
* base: mirrors.zju.edu.cn
* extras: mirrors.zju.edu.cn
* updates: mirror.bit.edu.cn
No package freeradius-uitls available.
Resolving Dependencies
> Running transaction check
> Package freeradius.x86_64 0:3.0.4-8.el7_3 will be installed
Processing Dependency: libtalloc.so.2(TALLOC 2.6.2)(64bit) for package: freeradius-3.0.4-8.el7_3.x86_64
Processing Dependency: /usr/bin/perl for package: freeradius-3.0.4-8.el7_3.x86_64
Processing Dependency: libtalloc.so.2()(64bit) for package: freeradius-3.0.4-8.el7_3.x86_64
Processing Dependency: libnaaeap.so.0()(64bit) for package: freeradius-3.0.4-8.el7_3.x86_64
Running transaction check
Package libtalloc.x86_64 0:2.1.6-1.el7 will be installed
Package perl.x86_64 4:5.16.3-291.el7 will be installed
Processing Dependency: perl-libs = 4:5.16.3-291.el7 for package: 4:perl-5.16.3-291.el7.x86_64
Processing Dependency: perl(Socket) 1.3 for package: 4:perl-5.16.3-291.el7.x86_64
Processing Dependency: perl(Scalar::Util) >= 1.10 for package: 4:perl-5.16.3-291.el7.x86_64
> Proce551ng Dependency: perl macros for EE] 4: perl 5.16.3- 201 el7 x86_64

Cl5 EEERARE
J# 1T rpm-qa|grep freeradius 7T ) freeradius /& 75 % 3% . U &] C-5 7K - Freeradiusfreeradius-
utils 22255 K o

[root@localhost ~l# rpm -gqa | grep freeradius
-adius-3.0.4-8.el7 _3.x86 64

dius-utils-3.0.4-8.el7_3.x86_64
@localhost ~]# |}

B ¢-5
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C.2 fic& Freeradius

C.2.1 1B client BE&E 14

9% /etc/raddb/clients.conf Bt B S0 . S0 241-244 ATEUETESS, 5 radius X 2457 W ERTT
B ABEAEEEH GZ SO BL E % 44N yunanbao) W1 C-6 fis.

client private-network-1 {
ipaddr = 192.168.1.0/24

secret = yunanbalj

K C-6

C.2.2 (8 users ECBE4
Ym% /etc/raddb/clients.users, I S & o 8 SO 87-88 ATHUH RS, 8L H 2814, (bob
HNPRH P, hello ?ﬂﬂiﬁ%ﬁ%) K c-7 .

Cleartext-Password := "hello"
Reply-Messagf := "Hello, %{User-Name}"

C.2.3 ZERSS

systemctlstartradiusd Jii 3/] radius it %%, systemctlenableradiusd ¥4 radius A %515 BT HLIE 21,
systemctlstatusradiusd &% radius R 55 IRZES . W&l C-8 ATos.

[root@localhost ~]#|systemctl start radiusd
[root@localhost ~]#|systemctl enable radiusd
Created symlink from /€tc/systemd/system/multi-user.target.wants/radiusd.service to /usr/lib/systemd/system/radiusd.service.
[root@localhost ~]# systemctl status radiusd
e radiusd.service - FreeRADIUS high performance RADIUS server.
Loaded: loaded (/usr/lib/systemd/system/radiusd.service; enabled: vendor preset: disabled)
Active: active (runn since Thu 2017-08-24 23:24:13 EDT; 10s ago

Main PID: 2866 (radiusd)
CGroup: /system.slice/radiusd.service
L2866 /usr/sbin/radiusd -d /etc/raddb

g :24:13 bogon systemd[1]: Starting FreeRADIUS high performance RADIUS server....
Aug 24 2 13 bogon systemd[1]: Started FreeRADIUS high performance RADIUS server..
[root@localhost ~]# I

K C-8
C24 &8FimO

netstat-naup & 4 FTFF UK udp %, AT LAE 2 18121813 i HHF, @&l C-9 Fiw.

[root@localhost ~]#[netstat -naup |
Active Internet connections (servers and established
Proto Recv-Q Send-Q Local Address Foreign PID/Program name
0 127.0.0.1:323 0.0.0.0: 674/chronyd
0.0.0.0:52300 .0.0.0: 2866/ radiusd
127 00118120 .0.0.0: 2866/ radiusd
0.0.0.0:1812 .0.0.0: 2866/ radiusd
0 2866/ radiusd
674/chronyd
2866/ radiusd
0 2866/ radiusd
[root@localhost ~]

0

2]

0

0 0. 0:1813
\'./ -

0

0

#

K C-9

220



< JcLoud >

UHAS3.0 fig 4

C.2.5 {8 MBHNIE

iptables -I INPUT -p udp --dport 1812 -j ACCEPT [Jj K545t #h T8 udp WML 1812 S [
iptables -1 INPUT -p udp --dport 1813 -j ACCEPT [ ‘K 55X A%t udp X 1 1813 i I
Wk C-10 Fis.

[root@localhost ~]# iptables -I INPUT -p udp --dport 1812 -j ACCEPT

[root@localhost ~]# iptables -I INPUT -p udp --dport 1813 -j ACCEPT

E c-10

C.2.6 Radius JFizt

BN IEFE AR Radius RS AT LLIES TAE 7o @R radius JA s LS, o] LA radius
AT IR, R LS E-X 15 s e e sh 8 A8 . i c-11 B
radius-X i AR .

Listening on auth address * port 1812 as server default
Listening on acct address * port 1813 as server default
Listening on auth address :: port 1812 as server default
Listening on acct address :: port 1813 as server default
Listening on auth address 127.0.0.1 port 18120 as server 1inner-tunnel

Opening new proxy socket ‘proxy address * port O
Listening on proxy address * port 38658
Ready to process requests
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[root@localhost ~]# echo "iptables -I INPUT -p udp --dport 514 -j ACCEPT" >> /etc/rc.d/rc.local
[root@localhost ~]# tail -n 1 /etc/rc.d/rc.local

iptables -I INPUT -p udp --dport 514 -j ACCEPT
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[root@localhost ~]# systemctl start rsyslog
[root@localhost ~]# systemctl enable rsyslog
[root@localhost ~]# systemctl status rsyslog
e rsyslog.service - System Logging Service
Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2017-08-25 10:17:53 EDT; 6h left
Main PID: 1015 (rsyslogd)
CGroup: /system.slice/rsyslog.service
L1015 /usr/sbin/rsyslogd -n

Aug 25 10:17:53 localhost.localdomain systemd[1]: Starting System Logging Service...

Aug 25 10:17:53 localhost.localdomain systemd[1]: Started System Logging Service.
[root@localhost ~]# |
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