SFTP WIRHBIE A (U165
1. B sftp BhsURUR, IFES MK NAE

R s

s & =0 e = v il B

10137292 2 TELNET Windows £

inusanc 101348217 s001 e Linx = = =5
windows BH 10137392 21 FTP - = B2 Ex
sfip-Linuer 101348217 2 SFIP £ =2 B2
un 101348217 2 ssH = =
10137392 E RoP =81
10875.470.470 E wsaL Linux =
5% 272 0Em B == =

@ E=EFENT

2. BAUsftp TR (AU R s, B U SR AS )



S

— - @]

sman =aEE i

L

EORE IR

B

L Saloies

B RE

o}
]
5
H

s4z | 10080 [ | ,3%"} 1lm

3. FRMUsftp Eorfi . (Aidnisde-THliadE, K3 sftp BT, Al srigdl)

+ B B

o WerEEES BEESTE

s =3 B EL
mysaL t

FTP 23
TELNET

ROP adminis =2
i oot
SSH root =3
VNG root a3

4. TPE LK P Filezilla (T35, Z0&IL) o

[H Filezila -~ o x
THE) REE SBY) R0 BEZS HHE) 2HH) SHEEEN)
- ETEo RO N L [Tao e

=t | | =L | oy | moe[ | -

AUsers\Aimee\ v |z
& Aimee "
All Users

Default

Default User

2] Public

. Windows

) Er (BRALE)

B F: GRODE)

B G: GRUES)

l‘:’lﬂﬁ g iR BEIFER ~ ‘V‘m T UriEEER BT TUIR EREEHE
5. %% sftp W
Sk SOl A R -l A



P £ P

Bk - sﬂp:ﬂadmin%:lﬂrm:ut%d-mﬂj 348.217@106.75.175.20:22222 -
an lese ==v fe0 BESG B=@ 2EH) SFEd

Las=mmee), | crvs || EQ o M
EINSeEER = BB (0.,
48.217 | EREOW): | wew
FTEE(T) Ctrl+T
FEHFE(O) Cirl+W
SHE)...
Sa0)...
ETIF TSRS (H).. Ctrl+E
B Cirl+Q
e N s e Wiy
- X -
B =& sEEE s
EHH): | 10675.175.26 | =) | 22222 |
HR(T): | SFTP - SSH File Transfer Protocol v |
mEwR() Fa v
] AU | admin@roct@10.13.48.217 | L
% EFREMW: |.......... | g
. y
2 : /
pJ BEE&HAB) £ v~ /
»
7 M) j
E: Frit=(N) iR /
| | '
o FEBEM & ESER /
4 o | =m0 i
. ; - i/
] | mmO | wEO mE |
I T _l\: rl'm‘_‘au o P o LULLI'

HHFEEERMEEL (% T HE)

o Al JRSsAnthhl (RPEE 22t LHbdE)

® . 20022

® . SFTP

o mRKE. I

o PN P (REIIR, . ERHUTPEOLHLIED 40 LN ip)
o W BAHUHER



FIFFAISFTPE iR , BRI EESER

SEER(S): =
0 A

=R SEEE FOE

p: [222:

HUT):  [SFTP - SSH File Transfer Protocel | |

RBEHEEN . 106.75.175.21 ). |'Eg B }
wO: 22222 BAU:  |admin@root@10.13.48.217 ~|||
-
ZEW): e | mages
BPE: admin@root@10.13.48.2
HEFE® E v
FERM):
| RSN
v
FEEEM E&ER] =
T B
[ meo || s |
[ 220 || =0 || ==
|| AppData o 2019/1/21 %:51:52
\ 2 ey
bR, Bk sftp W H %
sftp#iE - sfipy/admin640root34010.13.48.217@106.75.175.26:22222 - FileZilla - O >
THF REE) SV S BEHEC) HEE) =M SEEEIN)
m'| """«-"’\Glhozx:/\iﬂ"db
= | | meE)| | o | | wom: [ |
i Connected to 106.75.175.26
R ERERPIE.
e Lctingd: el . :
¥ _'__d i [ SFTP#
W Bl froot MIEEAT
efss] | CAUsers\Aimeel [ =] froot
2 Aimee A TeTar
All Users. root
Default
Default User
Public
Windows
= E: GFADE)
- F: FOLE)
= G G
v
R et ool it =i sl A | s T iR RSN R HESEA
.oracle jre usa... Seise 2020/6/30 16:21:... .ansible =3 2018/12/9 19... root root
file o =3 2017/11/21 14 «cache i 2019/10/15 1. root root
B30 Objects o =3 2017/11/3 141 . .config e 2019/10/15 1. root root
AppData o =3 2019/1/21 9:51:52 .dbus. ST 2019/3/5 15:... root root
Application Data g Jocal = 2019/3/5 15:... root root
[ Contacts i =3 2020/4/21 16:36:. pki pdt =3 2019/12/31 1... root root
Cookies ekt wne SoisE 2020/8/5 11:.. drwxr-xr-x  root root
M Desktop s =3 2020/9/29 11:04:... ceshi e 2019/7/8 16... drwxr-xr-x  root root
ocuments Seftse 2020/6/28 11:53x... Deskiop i 2019/3/5 15:.. drwxrxr-x  root root
¥ Downloads o =3 2020/9/3 17:05:20 Docum... i 2019/3/5 15... drwxrxr-x  root root
I Favorites ok 2020/6/30 10:31:... Downlo... i 2019/3/5 15:... drwxrxr-x  rootroot
# Links o =3 2020/4/21 16:36:... libpcap... hrae=—] 2020/4/28 15.. drwxr-xr-x 179 1001
Local Settings Seitse linux_ag.. prec= 2020/4/28 15.. drwxr-xr-x  root root
B Music poi =3 2020/5/26 23:53:... v || Music it =3 2019/3/5 15... drwxrxr-x  rootroot
13 50l 1 28 AR, stk 22,914,250 F7 158 3ci #1118 MER. it 3,122,855,258 55

RS AETt

sE EEwE F

HER  BE

| Fmnces | el RIS

A Hb il R B AR SO, AR RO SO B AR AR, UL R AR SO, R

]



SRpEHE - shtp://admindd0root%4010.13.48.217@106.75.175.26:22222 - FileZilla

SR REE) =BV S0 BSEG) BEE) BEH SEES N
""2\0!1‘!0 Tx T«|$Q oM
| ey | | o =G

Pt Bl froot/Public BB RAIT)
A TR LS GAEEE\instexe
P BET LS GAREE\instexe
s SCEHEEREENT

Fhshe: | GARE gy o ~ &R | /root/Public |
A SIS ~ 2 Documents |
B - 2| Downloads
axure 2, libpcap-1.9.0
Axure RPEFERIGE 2. linux_agent
png -2, Music
AFlogoRt BT 2. Pictures o B L A R AR
ST | Public L
o] | B 3| Templates
- | Aul18N -2 Videos
bucketmgr-win64 v
b-C2 e g BifEH A | s Tk THER  BEER R RiEE/E
E8adf268d60a5d... 1031570 $FEZIP EE..  2020/8/17 15:28:. i
B8 Axure RP 9iEA... 48512 IFE 7IP B4R, 2020/8/17 15:1 [Elinst.exe 2217344 RUEERE 2020/10/14 1... -rw-r--r--  root root
IhChromeSstup... 1136176 MEEF 2019/2/18 13
[LhChromeStanda.. 61,990,144 REEF 2020/5117 11
[@lFoxmailSetup ... 43,549,384 RIS 2019/4/3 15:27:03
& inst.exe ; Igﬂ}waﬁﬁﬁw .)‘(1-|;2019/1/915:49,-3e
pack.db 231,2539... Data Base File  2020/4/29 15:56:...
% PremierefEis... 1,079,206 WERFE 2020/4/29 22:3
EBPremiereitit..  231,1934.. ¥FE ZIP . 2020/5/26 21:26:...
(Slsogou_explore.. 58216728 RIEES 2020/5/16 16:4
EBsogou_pinyin_.. 51585042 IFERAR E. 2019/12/12 14
EBsunflower1121.. 4398310 IFE ZIP E&.. 201910415 10
[ElTeamViewer S.. 26,406,560 RS 2019/11/27 14:
B TeamViewer 5. 0,780,672 MERE 2018/7/10 19:52:...
[(lUCloud $Bf4HE... 40,197,673 SKETCH 37f%  2020/7/15 15:19:.. ¥
BHET 1 NTE. AN 2,217,344 BEET 1A, AMESE: 2,217,344 T
EBEE/ A BE TR o HER HE
| PR | ESR RIS ) |
spEE - sfipy/admin%%40rootd4010.13.48.217@106.75.175.26:22222 - FileZilla -
X REE) FHV) W0 BEES) HEE) BHH BHFEEE!(N)
E-EFIEEOMO . Taes
A | | ez | | mwmowy | moe:[ |
et [EEEBIR froot/Public/inst.exe”
it [EEEEHE 106.75.175.26:22222..
i Connected to 106.75.175.26
BE FHLE GAEEE\nstexe
IBAT: | GE\ v | EESERS: | /root/Public
| EEI30LEER ~ 7 Documents
e | Ee. ? Downloads
L1 axure ? libpcap-1.2.0
Axure RPERIR LS 7. linux_agent
png 2 Music
£F]logoRIFIE 2. Pictures
@ | SUmERE Public
BEeE - 9] Templates
@ | Aul1BN 9| Videos
-/ bucketmgr-wind v
THE SR R i A | IHE SR iR kit R FREEfE
E8adf368d60a5d.. 1,031,570 $FIE ZIP FESR.. 2020/8/17 15:28:..
£8 nvwre RP GEF.. 48,512 #E ZIP B
ihChromeSetup.... 1,136,176 RFERF SR
[ ChromeStanda... 61,990,144

pacl

2020/5/26 21:
2020/5/16 16:
2019/12/12 14:5...
2018/10/15 10:2...
2019/11/27 14:3...
2018/7/10 1%
2020/7/15 15

26

T PremiersTEE... 107929 MEBES
BB Premiereftit..  231,1934.. 57 ZIP [
[)sogou_explore.. 58,216,728 MERE
BB sogou _pinyin_.. 51585042 %P RAR E..
EBSunflowert121.. 4,398,310 ¥7FE 2IP ..
ElTeamViewer S.. 26406560 HFEERE
TeamViewer 5. 9,780,672 AT
[l UCloud (B4R, 40,197,673 SKETCH i
HET 14008, vt 2217344 F 55
BER/FET A EEEE
W sfip://admin%40root3s40...
G\EEH\inst.exe -3
B#a1 00:00:00 HF e

Jroot/Public/inst.exe

v
=H®.
Ah RER RS
2217344 [ER IEEiE

| 1740472 F5 (2 B/E)

| o () | e | TR (3)

SRR



S AR R

sftp¥Fi - sftp://admin%40root34010.13.48.217@106.75.175.26:22222 - FileZilla
SIHF)  HER(E) EBENV) E(T) RESS) BEE) FEHH)
#-EFEE OO v TaoM

BEEE ! (N)

E o | mrsw| | =mown: | | e[|
#% Connected to 106.75.175.26
s FHELE GhEEa\instexe
W STEHEEALT | ST 2,217,344 5 (BE1 B)
i EWNESHITT
AL | G\
SEH13.0 L1518 ? Documents
EERE—-=:! 7, Downloads
axure ? libpcap-1.9.0
- Axure REERRICE 7 linux_agent
png 7, Music
L2 8logoMFAREE 2. Pictures
- | SUDEEE Public
EERE - 7 Templates
& Aul18N ? Videos
& bucketmgr-win64
e Srfl TR SEER SriE TN MR SEEN IR FEEAa
E82df368d60a5d... 1,031,570 3T ZIP FEdS..  2020/8/17 15:28.... .
8 Axure RP 9., 48,512 $FE ZIP FEE..  2020/8/17 15:16:... [Elinst.exe 2,217,344 NMERAE
(ZhChromeSetup... 1,136,176 FIFIER 2019/2/18 13:30:... 4G R Eh

[iChromeStanda.. 61,990,144 RIEEES
5 43,549,384 WARRE
2,217,344 RFER
T pack.ab 231,2539.. Data Base File
S PremierefEE. 1,079,206 RFEERE
EBPremierettit..  231,1934.. IFE ZIP EE...
(5 sogou_explore.. 58,216,728 RiFRER
&8 sogou pinyin_.. 51,585,042 #FE RAR ..
EBsunflower1121.. 4,398,310 IFFE ZIP FHi&..
[ TeamViewer 5.. 26406560 RIFEESE
B TeamViewer S.. 9780672 EFES
[JuCloud .. 40,197,673 SKETCH Izi

BEET 1450, JUhNEIE 221734 F55

2020/5/17 11:12:...
2019/4/3 15:27:03
2019/1/2 16:49:38
2020/4/29 15:56:...
2020/4/29 22:31-.

2020/5/26 21:26:...
2020/5/16 16:46:...
2019/12/12 14
2019/10/15 105
2019/11/27 14
2018/7/10 19:52:...
2020/7/15 15:1%:...

1400, JohEit: 2217344 5

RS/ AE - EETE



